HauboAee pacHpoCTpaHEHHBIH CNOCO0 BBIMAaHMBAHHS IE€PCOHAABHBIX AAHHBIX —
BBeZleHHE B 3a0AyKAEHHE B XOZle Pa3sroBopa B MECCEHIIKEDeE.

CoBeprrag 3BOHOK B MECCEHIZKEPE, 3A0YMBIMIACHHHUKHU ITPEACTABASIOTCH PabOTHUKaAMM
0aHKOB, COOOLIAIOT YTO COBEpLIaeTCd B HACTOAINUE MOMEHT OCYIULECTBASIOTCHA
NMOAO3PHTEABHBIE ONEPAIlHH IO DAHKOBCKOH IAATEXKHOH KapTe HAH IO BRAaAy. «/asd
YCTaHOBACHHUS AWUYHOCTH» NpeAAaraloT Ha3BaTh CBOH ZAaHHbIe, B TOM YHCA€ HOaHHBbIE
KapThl H AHYHBIH HOMEp, a TaKiKe KOABI H3 CMC-COOOIIeHHH. B GOABIIIUHCTBE CAyYaeB
3AOYMBIIIIAEHHUKH 00palaloTcs II0 MMEHH, MOTYT TaKsKe Ha3BaThb HocAemHue 4 IH(phl
0aHKOBCKOM KapThl.

B Hosonosoyke mMmecmHasi KumenbHUya 6 xoode menegoHHOlU 6becedbl cC s1K0ObL
compyoHukom baHka nepedana emy ceKpemHwvle ceedeHuUsl O PeKeusumax kKapmol, C80em
UOEHMUPUKAYUOHHOM HOMepe nacnopma u KoOblL U3 CMcC-coobweHuill. om baHka O0as
noomeepokoerust onepauuil. B umoee xeHwuHa sauwunace 6onee 30 molcsiu O0OAAAPOB,
IIepeBEIEHHBIX C HECKOABKUX €€ CYETOB.

3AOYMBIIIIAEHHUKHY  HACTAWBAIOT Ha  IIPOBEIEHHWH OTMEHBI orepanumid. [ag
9TOr0 MpeAAaraloT YCTAaHOBHTH YKA3aHHYIO HMH H3BECTHYIO IPOrpaMMy YZAAA€HHOTO
AOCTyIAa K yCTPOMCTBY. 3aTeM, 4YTOOBI IIPOBEPUTH OasaHC cYeTa, MPOCSIT BOHTH B CBOH
HHTEpHeT-0aHKHHr. B CBOIO oOuepenb, YCTAHOBAEHHAs IIporpamMma IIPEIOCTABASIET
3AOYMBIIIA€EHHHUKAM BO3MOXKHOCTB BHIETb BCE IIPOUCXOMdIlee Ha TeAedpoHEe HAU
KOMITBIOTEPE, B TOM YHCA€ BBEIEHHBIH ITAPOAb A BXOAa B OAHKUHT.

ITocne menegoHHo20 obuieHUsL ¢ 1K0ObL COMPYOHUKOM baHKA XKeHWUHA nomepsina bosee
20 mowcsiw Odosnnapos. MyoxuuHa, 6 xo0e pas32o8opa 8 MecceHO)Kepe Nnpeocmasuics
compyoHukom 6aHKa U YKasas, umo NnpsiMo celiuac C¢ ee Kapm-cuema OCYULeCmessiemcs
nonbIMKa cnucaHusl 0eHeXHblX cpedcma U OJst OMMeHbl HeCaHKYUOHUPOBAHHOU onepayuu
Heobxo0umo ycmaHo8umMsb HA MOOUNLHOE YCcmpolicmeo uau Komnsromep OONnOSHUMEslbHOe
npozpammHoe obecneueHue, a markrke nepedame KOObL U3 CMmcC-coObweHuill om baHKa.
YemaroeneHHask KeHUUHOU npozpamma npedocmasula MOUEHHUKY YoanieHHblil docmyn K
Komneromepy, 20€ C NOMOUBLIO KOOO8 U3 CMC OH 80Ulesl 8 UHMepHem-baHKUH2 U nepeses 8ce
OJeHb2u Ha c8oll cuem.

3AOYMBIIIAEHHHKH TaKiKe NPEeACTAaBASIIOTCSA COTPYAHHKAMH NPaBOOXPaHHTEAbBHBIX
opraHoB. [log IIpemAOrOM COBMECTHOTO pa3obAadyeHHs HeZO0OpPOCOBECTHOI'O COTPYIHUKA
OaHKa, KOTOPBIM UCIIOAB3YyS Ballld AJaHHBIE, 0DOPMHUA 3a9BKYy Ha KpeauT oT Barrero mMmeHH.
Y0exxmaroT B3GThb €llle HECKOABKO KPEIHTOB M IIEPEBECTH HX Ha «CIEIMAaAbHO CO30aHHBIN
3alUIIEHHBIA CYeT», a II0OCAE OKOHYAHHUS «CIEIoNepallii» BEPHYTh BCE AeHLrU. [Ipu 3ToM
CYTBb 9TOH «CIIeIoIIepaui» HEOOXOAMMO AepKaTh B TalHe.

Tarxoe npecmynnerue cayuunoce 8 Hauane 2021 2o00a. Monoodas desywura uz Bumebceka,
Mmama 0goux Oemell, nocse paszoeopa ¢ compyoHuyel banka ogopmuna Ha cebst Kpedumul
Ha nompebumesibckue HYKObL 8 mpex baHkax eopoda noumu Ha 16 melwcsu pybnet, a
nosyueHHvle cpedcmasa nepeseia MOULEeHHUKAM.

B agzycme u ceHmsbpe 8 Opuie noXKuiol myxuuHa u pabouulli 3aeooa 8 mpéx baHkax
83U Kpeoum Ha cymmy 6bonee uem Ha 17 u 15 mouicau pybreili kKaxoovlii u, dogepsis
cobeceorHuxam u3 Viber, ucnonHunu 3a0aHust — nepegenu OeHbaU HA YKA3AHHBLU
KubepnpecmynHuxkamu cuem. AHal02UUHOe npecmynieHue ciyuunoce 8 Bumebcke, pabouas
KPpYnHoz20 npeonpusimust HAJAUUYHBbIMU 83514 08a Kpeduma 8 baHkax Ha cymmy bosee 9
molcau pybrneil u uepe3 mepmuHal nepegena ux HA YKa3aHHble ell 30YMblUUIeHHUKAMU
cuema. M 5mo moswsKko Hekomopble npumepeol.

HOBBIM CIIOCOOOM MOLIEHHHKH IIOAYYalOT PEKBH3HTHI OAHKOBCKOH KapThI 4Yepes3
AeTeH [epkaTeAel KapT, B XOJie OOLIEHUS B COIICETSIX 1101 BUIOM CBEPCTHHKOB.

11-nemHssi 0egouka 8 xooe «OpyrKecKoil»r 08YxHeOelbHOU nepenucku 8 COUUANbHOU cemu C
8UPMYANLHOU NOOPYIKKOU, no ee npocbbe nepedana cobeceoHuye pomozpagpuu NAAmesxHoOU
KapmoslL mamepu, mem camblm coobuu8 NepcoHaNbHble OaHHble. 3anosyuue 0aHHble Kapmubl,
3/IOYMBLUNEHHUKU nepegesu ¢ Hee 8ce umeruuecss cpeocmsa. B xode obweHust ¢ pebeHkom,
MOXKHO nonpocums nepedams U opyaue OaHHble, maKue Kak ¢gpomozpaguu nacnopma uaiu
CMC-KOObL, UMO MO2Kem Nnoejleub omrKpblmue oHAAUH-Kpeouma.



[ToAygyuB IOCTYII K aKKayHTY IIOAB30BaTe€Ad B COLICETH (METOIOM IHoabopa IapoAd HAU
BPEIOHOCHOTO IIPOTrPaMMHOI0 ob6ecriedeHNs), 3A0yMBbIIIA€EHHHK OCYLIECTBASIET PAaCCBIAKY
COOOILIEeHHH HHTEPHET-APY3bSIM K  JKIET OTKAVUKA, y0exzmaeT moA  pa3HBIMH
NpenAOTaMH IIePeAaTh AEeHEXHbIE CPEeACTBA HAH KOHGHAEeHIHAABHYIO HHbOpMalHIO,
Hanpumep poTo 6aHKOBCKOH KapThl.

Bznomas akkayHm cmyodenmrku eumebekozo BY3a, om ee umeHu omnpasunu coobujeHue ¢
npoceboil oKazame MamMepuUaIbHY NOMOUWb HA YKA3AHHYI OAHKOBCKYIO Kapmy 8 C8s13U CO
CKOpONOCMUXKHOU cmepmbro ee mamepu. Mau om umeHu cecmpul, npuciaiu coobuieHue c
npocvboil onaamume Kpeoum, mak Kak 8 3MmOM MeCAaAye MHO020 nompamuaa, a OeHbau
gepHem nocse 3apnaamel.

Wan manpumep apyroe coobireHue: «[IpuBer, y Tebd ecTh meHcTBylolllad OaHKOBCKAas
KapTouka? Moo 3abA0KHMpOBaAM, a KaK pa3 CEerofHd MHE [QOAXKHBI II€PEYHCAUTH OEHBIH.
MokHO 4 maM PEKBHU3UTBHI TBOEH KapThl, HAa HEE IIPUAYT AEHBIH, [IOTOM OTAAallb MHE. B
JOATY HE OCTaHyChb!»

3AOYMBIIIIAEHHUKH TaK3Ke IOAB3YIOTCS METO/I0M (PUIIIMHTA, KOTOPBIH 3aKAIOYAEeTCs B TOM,
4TOOBI MIOAAEAATh CTPAHUILY IIAATEKHON CHCTEMBI U IIOAYYUTH JaHHBbIEe OAaHKOBCKOU KapThl
BAadeAblla. PUINMMHIOBBIA caliT — 3TO CTpaHHIAa calTa co3laHHad KaK To4YHas KOIIUS
HacTosmied. Yarie BCero IOAAEABIBAIOT IIAQTEXKHBIE CHUCTEMBI U IIOYTOBBIE CEPBUCHI
(Beamoura, EBpomoura, CAOK). IlommeabHble CTpaHUIBl ITPUCHIAQIOT B MeECCEHIKepax
IIpOZIaBlIaM TOBapOB C CAHUTOB OOBIBACHUH SIKOOBI OAT MOAYYEHUS IIPEOIIAATEI 3a TOBap, Ha
KOTOpPBbIH ocpopMaeHa mocTaBKa. B TakomM caydae QUIIHMHTOBBIE CTPAHUIBI COIAEp3KaT
CBEZIEHUS O IIPOZlaBaeMOM TOBape U aOCOAIOTHO ITIOBTOPSIOT (PUPMEHHBIH CTHAB M CEPBUCHI
caiiTa, B TOM YHCA€ U OHAAQWH-KOHCYABTAHTA. 3AOYMBIIIAEHHUKU y0OeKaaroT IpoaaBIia
TOBapa BBECTHU JaHHbIe 0DAHKOBCKOM KapThl, BKAIOYAd UM BAQEABIIA, ITIOAHBIH HOMEP, CPOK
OeHCTBUS U TPEX3HA4YHBIHA KO C oOpaTHOM CTOPOHBI KapThl. [laHHBIE, KOTOPbIE 3alI0AydaeT
co3zaTeAb CTPaAHUIIBI, JAIOT €My BO3MOXKHOCTB IIE€PEBECTH BCE AEHBI'H C KapThbl BAQEABLIA.
OTanuneM (PUIIIMHTOBOTO cailiTa SIBAFETCH TO, YTO CChIAKA Ha HETO HaIlpaBASIETCS AWUYHO B
MECCEHKEPE, a UHTEPHET-aApPeC B HAa3BaHUH I10X0XK Ha HACTOSAIINM, HO UMEET HEe3aMeTHOE
OTAWYHE B OHOM OyKBe MAU ITUQPE.

INpumepsl uwuHzoeblx cmparuy: belpochta.by, bellpost.by, belpocht.by, belpost.be,
europocha.be, kufar.cc, bel-bank.online.by.

OBIIIHE PEKOMEHIOAIIMHA IIO0O 3ALIIHUTE IIEPCOHAABHBIX OAHHBIX OT
KHBEPIIPECTYITHHKOB

e Hwukomy HU mox KakKUM IIPEIAOTOM He IleperaBaTh HOMep OaHKOBCKOM KapThl, CPOK
[OeHCTBUA, TPEX3HAYHBIHA CEKPEeTHBIH KOon Ha 000pOTe, AOTHHBI M IIApPOAM OOCTyIIa K
OaHKWHTY, CMC-KObI OT DaHKa.

o ITlomkarouuThk ycayry «3D Secure» U yCTAHOBUTH AUMHUTBI HA CYMMBbI OHAAWH-OIIepariui
(Hy>KHO IIOAKAIOYUTE B HACTPOMKaX OAHKHUHTA UAU B 0aHKeE).

e He ycranaBauBaTh IporpaMMbl U He II€EPEBOAUTH ACHBIU II0 YKa3aHUIO, [IOAYYEHHOMY
110 TeAepOHy azke OT pabOTHUKOB 0aHKA MAU MHUAUIIUU.

o Ilpu moctymaeHUU 3BOHKA B MECCEHIZKepe OT paboTHHKA 0aHKa, 3aKOHYHUTH Pa3roBOP
U [IePEe3BOHUTH B 0aHK CaMOCTOATEABHO.

e Ilpu oHaaliH-OIIAQTE, B TOM YHCAE€ YCAYT TaKCH, IIPOBEPATH aJapec caTa u
HCIIOAB30BAaTh OTAEABHYIO KapTy (BUPTYAABHYIO), XpPAaHUTH Ha Heil HEOOABIIINE CyMMEI.

AKxmyanvHas uHgopMayus o0 cogepuldemblx KubepnpecmynieHusix O0OCMYynHA 8
Tenezpam-karane «L{ughpoeast 2pamomHocmonr.
https://t.me/cifgram
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